Kpuntupawmar npotokon TLS1.0 Beye He € NPUNOKMM 33 M3BBPLUBAHE HA NNALLAHUA B UHTEPHET
npu yyacteawm B Mastercard SecureCode oHnaliH TbproBuu. BcMUKM KapToabprKaTenn Ha
Mastercard, KouTo Bce ole nsnon3saT Bepcua Ha TLS 1.0 KaTo KpunTtupaly, NpoToko, Tpsbea aa
HanpasAaT npomaHa Kbm TLS 1.1 nan TLS 1.2.

KOHKpeTHUTe CTbMKM 3a 33aBaHe 1 U3MN0N3BaHE HA NPaBUIHUA NPOTOKOA ca CeHUTe cnopes,
n3non3BaHuA 6paysbp:

Internet Explorer

Ot “Tools” -> “Internet options” -> Tab “Advance” e Heobxoaumo aa 6vaaT mapkupaHm “Use TLS 1.1” n
“Use TLS 1.2”. Cnep ToBa € HEOHXOAMMO Aa ce HaTUcHaT byToHu Apply 1 OK.

Internet Options @

| Gensral I Security I Priwvacy I Zonkenk I Conneckions I Programs | Advanced [

Sektings

Enable memory protection ko help mitigakte online attacks™ .«

Enable native XMLHTTP suppork

[] Enable SmartScreen Filker

[] Enable Strick P3P Walidation®

|:| Send Do Mok Track requests ko sikes wou wisit in Inkernet E

[ Use s5L 2.0

Use SSL 3.0

] =

Use TLS 1.1

Use TLS 1.2

| wwarn apolt Certificate address mismatch™® bl
[] wwarn if changing between secure and not secure mode |E |
W arn if POST submittal is redirecked to a zone that does nl
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*Takes effect after wou restart wour compukter

[ Restore adwvanced setkings ]

Reset Internek Explorer sektings

Resets Internet Explorer’'s settings ko their default
condition. =

You should only use this if your browser is in an unusable skake.

.ﬁ- Some setkings are managed by wour swskerm adriniskrator .

[ (=] ] [ Zancel ] apply

Mozilla Firefox

1. B HoB Tab e HeobxoaMMO Aa ce usnuwwe about:config B agpecHaTa neHTa.

2. Heobxoamnmo e aa ce oTkpue security.tls.version.min u security.tls.version.max.
3. Security.tls.version.min e Heobxoanmo aa 6bae cbc CTOMHOCT 1.

4. Security.tls.version.max e Heobxoanumo aa 6bae cbC CTOMHOCT 3.

5. Bpay3epbT ce 3aTBapA U pecTapupa.

Fil'ef-i about:canfig I

Search:

Preference Mame - Status Type Value
security.tls.insecure_fallback_hosts default string
security.tls.unrestricted_rcd_fallback default boolean false
security.tls.version.fallback-limit default integer E

security.tls.version.max default integer 3

security.tls.version.min




Google Chrome

1. Hatuckat ce Alt + F n ce nsbupa “Settings”.

2. U36unpa ce “Advanced”, 3a ga ce BU3yanusmpaT 4OMNbJAHUTENHUTE HACTPOMKM.
3. B cekuyma “System” ce nsbupa “Open proxy settings”.

4. N36mpa ce Tab “Advanced” n ce mapkupa Use TLS 1.1 1 Use TLS 1.2.

5. HaTtuckar ce “Apply” n ,,OK”.

i}: Internet Properties @

| General I Security I Privacy I Conkent I —onnections I Programs | Advanced [

Sekkings

Enable memory prokection ko help mitigate online attacks*  a
Enable native XMLHTTF suppork

[ Enable SmartScreen Filter

[T] Enable strict P3P validation™

|:| Send Do Mok Track requests ko sikes you wisik in Inkernet E
[] usessLz.0

Use S5L 5.0

Use TLS 1.1
Lse TLS 1.2
W' wWarm about certificate address mismatch™®

[ wwarn if changing between secure and nok secure mode =
warm if POST submittal is redirected to a zone that does n
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*Takes effect after wou restart wour compuker

[ Restore adwvanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condikion. =

vou should only use this if wour browser is in an unusable state,

.jt:j;- Sarme sekkings are managed by wour swyskern adrminiskrator,

[ Ok ] [ Cancel ] apply




